Windows Server 2008

Essentials

Installation, Deployment and Management




Windows Server 2008 Essentials

Windows Server 2008 Essentials — First Edition

© 2009 Techotopia.com. This eBook is provided for personal use only. Unauthorized use,
reproduction and/or distribution strictly prohibited. All rights reserved.

© 2009 Techotopia.com



Windows Server 2008 Essentials

Table of Contents

Chapter 1.  About Windows Server 2008 ESSENtIals ......cccevcviiiiiriiiiieiriiieeeesiieeeeesieeeessiieee e 11
Chapter 2.  Windows Server 2008 Editions and System Requirements........ccccceeevvveeeiniieenenne 12
2.1 Windows Server 2008 Standard Edition ..........ccocceeiiiiiiiiiiiniiiiicee e, 12
2.2 Windows Server 2008 Enterprise Edition ........ccccvvviiieiiiiieccee e 12
2.3 Windows Server 2008 Datacenter Edition .......ccccceeriieiiiieiniiiiniiceeee e, 12
2.4 WiIindows Web Server 2008.........c.ueeiiiieiieeeiieeeiiee et esieeesrteesse e sseeesneessabeessaseesnneeas 13
2.5 Windows Server 2008 FEatures MatriX.......cocueeerieiriiieeniiieenitee st 13
2.6 Windows Server 2008 Hardware REqQUIr€MENtS.......ccceeeieeccvviiiereeeeeeeceieeeee e e e e 15
Chapter 3.  Performing a Clean Windows Server 2008 Installation ..........cccccoveeeeiiiieeiniiienen, 17
3.1  Obtaining Windows SErver 2008 ...........oeeieiiiiieciiiiieeeeee e eerecreieeee e e e e sesssaeeeesesesessennnnsens 17
3.2 Starting the Installation ProCeSS ....cccuuiiii ittt e 17
3.3 Windows Server 2008 ACTIVAtioN ......cccueiiieriiiiierieeieerre et 19
3.4  Disk and Partition ManagemeEnt ........cccveeeeiiiiiiiiiiiieeiee et e e e eeerrrre e e e e e e e e anrres 20
3.5 Accessing the Command Prompt during Installation..........ccccceeveeeiiiecciiieee e, 21
Chapter 4. Performing a Windows Server 2008 Upgrade .........cooccviiieeeeeeeeecciiineeee e 22
4.1  Windows Server 2008 Upgrade Paths.......cceeeeiieiieciiiiiieeeee e eeeirreeeee e e e e 22
4.2  How an Upgrade to Windows Server 2008 WOTIKS ........ceeveeeeeieeiirreeeeeeeeeeeiiirreeeeeeeseennnns 23
4.3  Performing the UPEIrade .....ccoccuvvieiiiei ettt eeetrreeeeee e eeseetrareeeeeeeeseeasbbaseeeeeseennnns 23
4.4  Windows Server 2008 ACHIVATION .....coiiiiiiiiiieiiie ettt 26
4.5 Windows Server 2008 Compatibility REPOIt........cccccuiiiiieiie e 27
4.6  Accessing the Command Prompt during Installation..........ccceecceiiiiieeiiiicccciiieeeee e, 27
Chapter 5.  Windows Server 2008 Command-lin€ TOO! ..........cceevivciirveeieeeeeiieicrereeee e 28
5.1  Accessing the Command WINGOW..........eeeviiiiiiiiiiiiieieeeeeieiiiirreeeee e e sennrneeeeeeeeeeesessnneens 28
5.2 Windows Server 2008 Command-line Tool Summary .........cccccceveeeieieiciiiieeeee e, 28
5.3  Displaying a List of COMMaNGS.......ccccuiiiiiiiiiiiiiiiee e 35
5.4  Obtaining Help Information about Command-line TOOIs .......ccccecveeiiricieeiiniiieeeenienn, 35
Chapter 6. Configuring BitLocker Drive Encryption on Windows Server 2008............cccc........ 36
3

© 2009 Techotopia.com



Windows Server 2008 Essentials

6.1  BitLOCKEr Prer@qUISITES .....uvuiiiieiiie et e e e ree e e e e e e s s eree e e e e e e e e snnnneees 36
6.2  Enabling BitLocker Drive ENCrYPLioN ......cceviii i i 37
6.3  Creating Partitions for BitLocker Drive ENCryption .........ccceccveeeeiiiiee e e 39
6.4  Enabling BitLocker Drive ENCryptioNn ......ioceiieeiiiiiiee ettt s 41
6.5  Changing Group Policy fOr BitLOCKET .........cuiiiiiiiiiee e 42
6.6  Performing the Encryption and Generating Keys ........ccceeveciieeieccieee e 43
6.7 Regenerating BitLocker Startup Keys and Recovery Passwords.........cccccvveeeeeeeeeccnnnnnen. 46
6.8  Disabling BitLocker Drive ENCryption .......cooeieiicciiiiiiee et e e e e e 46
Chapter 7.  Configuring Windows Server 2008 Remote Desktop Administration .................... 47
7.1  What is Remote DesKtOP?....cciiiiiiiiei ettt e e e e e e 47
7.2 Enabling Remote Desktop Administration on the Remote Server .......cccccceevvvvveeennnnee. 48
7.3  Controlling Remote DesSKtOp ACCESS ...uuuiiiiiiiiiicciiiieeee et e e e e e 49
7.4  Remote Desktop Group POlICY ..cccccceeiiiiieeee ettt e e e e 50
7.5  Starting the Remote Desktop CHIENt .......cvvvieeiiiiiecrreeeee e e e 51
7.6  Remote Desktop Client Configuration OptioNns.......ccccveeeeeieiieiiiiiieeeeee e e e 52
7.7  Remote SeSSION TraCKiNg ..cccciuvieeiieei ettt ettt e e e e e eebrrree e e e e e e e s anrraeeeeeeeeennnns 53
7.8  Logging out from a Remote Desktop SESSION ........ueeveeiiiieciciiiieeee e 54
7.9  Running Multiple Remote DESKEOPS .....uvviieiiiiieciiiieee et e e e e e e 54
Chapter 8. Adding New GPT and MBR Disks to Windows Server 2008 Systems ...........cccc...... 57
8.1  An Overview of MBR and GPT Partitions Styles......cccovveeeeiieiieiiiirieeeeeeeeeeeeirreeeee e e e 57
8.2  Understanding IMBR DiSKS .....ccuveeeiieeeiiiiiiiiieeeeeeeeeiiiinrreeeeeeeesesissreeeeeeeessessssssesesssesssnnnns 57
8.3  Understanding GPT DisKS ......uuiiiiiieiieiiiiiiiiieee ettt e e e ecnrrrr e e e e e e e e e eanrraneeeeaeeennans 58
8.4  INitializing @ NEW DiSK eeeieeeiiiiieee ettt e et ee e e e e e e e e nrree e e e e e e e eeaans 58
8.5  Converting Disks between MBR and GPT Partition Styles.........cccccceeeeiiiiiciiiieeeeeeeeee, 60
Chapter 9. Creating and Managing MBR Disk Partitions on Windows Server 2008 Basic Disks..
................................................................................................................................. 62

9.1 Creating Partitions on an MBR BasiC DiSK .......cccceecuviiiiriiieeiiiiiiee i seieeee e e 62
9.2  Formatting a Volume using Disk Management........cccocuveeiiriiieeeiiniieee e esieee e e 66

4

© 2009 Techotopia.com



Windows Server 2008 Essentials

9.3  Formatting a Volume from the Command Line ........cccccuveeiiiiiee e 66
9.4  Assigning and Changing Drive Letters and Mount Points........cccccvveveeiiiiccciieeeeee e 68
9.5 Assigning and Changing Drive Letters and Mount Points from the Command Line...... 68

Chapter 10. Creating and Managing GPT Disk Partitions on Windows Server 2008 Basic Disks 71

10.1  An Overview of GPT Partition TYPES ..ccoccuiiieiiiiiieeeriiete st estree s s sire e e saee e s s ssaaee e e 71
10.2 Creating Primary Partitions on @ GPT BasiC DisK.........ccccvviviieiiiiieiiiiieeeee e, 72
10.3 Formatting a Volume using Disk Management......ccccoocccuiiiiieeieeccccciiieee e, 74
10.4 Formatting a Volume from the Command Line ........cooeccmiiiiieiiei e, 75
10.5 Assigning and Changing Drive Letters and Mount POintS.........ccoeecvcivieeieeeeeiccccineeeenen. 76

10.6 Assigning and Changing Drive Letters and Mount Points from the Command Line...... 77

Chapter 11. Extending and Shrinking Windows Server 2008 Partitions and Volumes .............. 79
11.1 Shrinking a Windows Server 2008 Partition Using Disk Management ...........ccccvveeeee... 79
11.2 Shrinking a Partition from the Command LiN€..........coovcciiiiieeiee e, 79
11.3 Extending a Partition Using Disk Management.........ccooccvvvvreeieeeieccciinreeeee e eeeenrneeeee e 81
11.4 Extending a Partition from the Command LiNe ........cooocevvreieeeieeieiicrreeeee e, 82

Chapter 12. Creating and Managing Simple and Spanned Volumes on Windows Server 2008 85

12.1 An Overview of DYNamic DiSKS.......c..uuiieiiiiieiiiiiieiee e e e 85
12.2 Converting Basic Disks to Dynamic Disks with Disk Management ........ccccccoeeevvieeeen.n. 86
12.3 Converting Basic Disks to Dynamic Disks from the Command Line..........ccccccevevcvveeenne 87
12.4 Creating a New Spanned Volume using Disk Management........cccccovvvveeeeeeeeiecinnneeennnen. 88
12.5 Creating a New Spanned Volume from the Command Prompt.......cccccceveeeeviiccnnreeennen. 90
Chapter 13. Creating and Managing Windows Server 2008 Striped (RAID 0) Volumes ............ 94
13.1 An Overview of Striped (RAID 0) VOIUMES ........vviieeiiiee ettt et aae e 94
13.2 Creating a Striped (RAID 0) Volume using Disk Management ..........ccccceeeeevieeeeccnieeen, 94
13.3 Creating a Striped (RAID 0) Volume from the Command Prompt......cccccceeevvvccnrreennnnen. 95
13.4 Recovering a STriped VOIUME .......uuviveiiiiieieeciteeeeee et e e e reeeee e 97
Chapter 14. Configuring Disk Mirroring (RAID 1) on Windows Server 2008...........c.cccecveeeeveenne 98
14.1  An Overview of Disk Mirroring (RAID 1)......ccoucuiiiieiiiiie et eere e e eeree e e e eaaee e 98

5

© 2009 Techotopia.com



Windows Server 2008 Essentials

14.2 Creating a Mirrored (RAID 1) Set using Disk Management...........ccceccveeeeeiiieeeecciieeeens 98
14.3 Creating a Mirrored (RAID 1) Volume from the Command Prompt..........cccceeeerinieenns 99
14.4 Adding a Mirror to an EXisting VOIUME .......cceeeiiiiiiieei e 101
14.5 Breaking and Removing Mirrored Sets .........occciieiiiiiiiiiiniiiie e 104
14.6  Recovering @ MIrrored SEt .......uiiiiiiiiii et e e e aa e e e s araee s 104
Chapter 15. Mirroring Windows Server 2008 GBT and MBR Boot and System Disks.............. 105
15.1 An Overview of GPT and MBR Partition Styles ......ccccceveiiciiiieieei e 105
15.2 Mirroring Boot and System Volumes on an MBR Disk using Disk Management......... 105

15.3 Mirroring Boot and System Volumes on an MBR Disk from the Command Prompt... 107

15.4 Mirroring Boot and System Volumes on a GPT Disk......cccccvvvieeieeiiiicciiiieeeeee e, 109
Chapter 16. Configuring and Managing RAID 5 on Windows Server 2008 .........cccccceeeeeeennnneen. 114
16.1 An Overview Of RAID 5 ....ooiiiiiiee et 114
16.2 Configuring RAID 5 Using Windows Server 2008 Disk Management .............cccuuuneeee. 114
16.3 Configuring RAID 5 from the Command Prompt using DiskPart.........ccccccoeevvveeennnennn. 116
16.4  FiXing RAID 5 PrOBIEMS ..uvvveeiieei ettt e e e e e e et ree e e e e e e e e e enanneees 118
Chapter 17. Windows Server 2008 Terminal SErvViCeS......couvieeieeieiiiiriereeeeeeeeeceiirreeeee e 119
17.1 Installing TermMinal SEIVICES ...cccii it e e e e e e e e nnaees 119
17.2 Adding Users to the Remote Desktop Users Group........cccccuveeeeeeeeeccccniveeeeeeeeeeeecnnenn 122
17.3 Accessing Terminal Services from the CHent .........cevvvvvieiiiiieeeeiee e, 123
17.4 Remote Desktop Client Configuration OptionS........cc.cceveeicrvreerieeeieiiciireeeeee e 125
17.5 Logging out from a Remote Desktop SESSION ......eeeeeiiiiiiiiiirreeeieeeeeeecireeeee e 125
17.6  Running Multiple Remote DeSKLOPS ....cceveeiieicciiiieiee et e 126
Chapter 18. Installing Applications for Windows Server 2008 Terminal Services ................... 129
18.1 Understanding Terminal Services Operating Modes .........ccccceeeeeeieeccciiiieeeee e, 129
18.2 Installing Terminal Server Applications using Control Panel ........cccccovvvvvveerieeiencnnnneee. 130
18.3 Terminal Server Application Compatibility SCripts .......ccoovvvvrerieeeiiiiciieeeeeeee e 131
L18.4  SUMM@IY ettt st sbssssssssnsssssssssssnsnsssnsnnnnns 132
Chapter 19. Configuring RemoteApps on Windows Server 2008 ..........cccceeevviveeeiniiveeesnineeenn 133
6

© 2009 Techotopia.com



Windows Server 2008 Essentials

19.1 Preparing the Server for REMOtEAPPS ..c..vviieieciiee e e 133
19.2  What are REMOTEAPPS? ...eviiiieeeeeicieiieeee e e e e eesctrere e e e e e s s srabarreeeeeeseessnsnanreeeeeesensannnnnens 133
19.3 Configuring a Application as @ REMOEAPD ..ccccvvieeeiciiee et e 134
19.4 Making RemoteApps Available to Users via TS Web ACCESS .....cceevvecuvirereeeeeeiecennee, 137
19.5 Making RemoteApps Available to Users via Windows Installer Packages .................. 139
19.6 Making RemoteApps Available to Users via .RDP Files.......cccceveeeiiicciiiieieeeee e, 140
Chapter 20. Configuring Windows Server 2008 TS Web ACCESS ......uvvvevcveeeeeciiiee e 141
20.1 Installing TS Web Access ROIE SEIVICE.....cuiiii i e 141
20.2  Accessing the TS Web ACCESS PABE ......cuiiiiiiiiiiiiiiiee ettt e e e 142
20.3 Configuring RemoteApps for TS Web ACCESS......uuiiviiciiieieiiieee e 144
Chapter 21. Deploying a Windows Server 2008 Terminal Server Farm using TS Session Broker ..
............................................................................................................................... 149

21.1  An Overview of the Terminal Services Session Broker ...........cccoceevviierniecinieennieenne 149
21.2 Prerequisites for Implementing TS Session Broker........ccccovvvvveeeieeieiccinveeeeee e, 149
21.3 Installing the Terminal Services Session BroKer..........ccouvvcevvreeieeeeeieiicinrreeeeeeeeeeeennne 150
21.4 Adding Terminal Servers to the TS Session Broker .........ccccceveeeeeeeeieiccinvveeeeeeeeeeeennee, 150
21.5 Joining Terminal Servers to a TS Session Broker.......cccccovecciiieieeie e, 152
Chapter 22. Configuring a Windows Server 2008 Terminal Services License Server............... 155
22.1 Installing the Terminal Services LICENSE SEIVEN ......ueveeeeeiiciirreeieeeee e 155
22.2  Activating the TS LICENSE SEIVET ......uuuvveiiiei ettt ee e e e e sesnbreeeee e e e e e e nanneees 156
22.3 Installing Client Access LICENSES (CAL) vuvvvriieiiiiiiirireeeeeeeecccirreeeee e e eecnineeeee e e e e eeannees 158
Chapter 23. Managing Windows Server 2008 Disk QUOtas..........ccccvririeeeeeieccciiiieeeee e 160
23.1  An Overview Of Disk QUOTAS.....ccccutiriiiiiiieieiie ettt 160
23.2  Configuring DiSk QUOLAS.......ueiiieiieieciiiiiee ettt e e e e e e e e e e e e e e e nnneeees 160
23.3 Configuring Disk Quotas for INdividual USEIS .........eeveeieiiiciinirerieeeeeeeiicirreeeeeeeeeeeeannnen 162
23.4 Querying Quotas from the Command Prompt .......ccccceeeiveinrrerieeeeeiiiiiineeeeeee e e 164
Chapter 24. Repairing and Defragmenting Windows Server 2008 Disks ..........cccecevvvveeerriunenn. 167
24.1 Using Check Disk to Scan For and Fix File System Errors ........cccovevveeeiriiveeeenineeeesnnne 167

7

© 2009 Techotopia.com



Windows Server 2008 Essentials

24.2  Running Check Disk from the Command-prompt........ccccceeiiieeeiiieee e 168
24.3 Defragmenting Disks with Disk Defragmenter.........cccoveeeeiiiiee e 170
24.4 Automated Disk Defragmentation ........ccccccveeiieiiiiei e 171
24.5 Defragmenting Disks from the Command-line .......cccoccuvveiviiiiiiiniiiiee e 173
Chapter 25. Configuring Windows Server 2008 File Sharing........ccccoveveeeeeiieicciiiieeeeee e, 176
25.1 Standard and Public File Sharing........ceeeeviri oo e e 176
25.2 Enabling Windows Server 2008 File Sharing........cccccceeiieieciiiiieeee e 176
25.3 Creating Shared Folders with Windows EXPlOrer .........coocccviiieieeee e, 178
25.4 Creating Shared Folders on Remote Servers with Computer Management ............... 182
25.5 Creating HiIdden SNares ...ttt e s e e e s e e e e e 184
25.6 Understanding and Configuring Share Permissions........cccccvueeeeviiieeeinciveeeesiieeee e 184
Chapter 26. Using NET SHARE to Configure Windows Server 2008 File Sharing...................... 187
26.1 Net Share Command-ling SYNtaX ....cccuviiieiieiiccieee e 187
26.2 Getting Share Information using Net Share.......ccccceeveeeieicciiiieeeeee e 187
26.3 Creating a Share using Net Share.........uueeeiiei oo 188
26.4 Using Net Share to Delete a Share from a Local Server......cooeveeeeeccccnveeeeeeeeeeeennee, 189
26.5 Using Net Share to Delete a Share from a Remote Server ......cccccovveecciiiveeeeee e, 189

Chapter 27. Understanding Windows Server 2008 File and Folder Ownership and Permissions .

............................................................................................................................... 190

27.1  Ownership of Files and FOIAEIS .......uuvviiiiiieiieiirieeeeee et e e e 190
27.2 Taking and Transferring Windows Server 2008 File and Folder Ownership................ 190
27.3 File and Folder Permission INheritanCe..........cccoocieiiiieiiiieiiiieee e 192
27.4 Basic File and Folder PErmiSSiONS ........cooiieiriieiiiiiiiiiieesite et 193
27.5 Special File and Folder PErMISSIONS ......cceeiiiiiecciiiiiieeee et e e e eecvreee e e e e e e 195
27.6 Effective File and Folder PErmiSSioNS.........ocueiieeiieeiierieneeseeeeeee e 197
Chapter 28. Auditing Windows Server 2008 File and Folder ACCESS.........coovvvvrrvvereeeeeriiennnnen. 199
28.1 Enabling File and Folder AUdIting.........ccovviiieeiiniiiiee it 199
28.2 Configuring which Files and Folders are to be Audited .......ccccccoveiieeiiniiieeeiniiieee e, 200
8

© 2009 Techotopia.com



Windows Server 2008 Essentials

Chapter 29. Configuring Volume Shadow Copy on Windows Server 2008.............ccccveeeeunneen. 203
29.1 Shadow Copy ConsSiderations.......cccccuiiiiieeeeiiiiiiireee e e st e e e e e e e e e e e s e e snneeees 203
29.2 Using Computer Management to Enable and Configure Volume Shadow Copies...... 203
29.3  Restoring an ENtire VOIUME ......uviiiiiiiiee ettt e e e 207
29.4 Configuring and Enabling Shadow Copy from the Command Line.........ccccceeeennnneeee. 208
29.5 Restoring Shadow Copy Snapshots from Clients ........cccceeeeciieeecciieee e 212

Chapter 30. Building a Windows Server 2008 Network Load Balancing Cluster...................... 214
30.1 An Overview of Network Load Balancing CIUSters........cccccuviieieeiee e, 214
30.2 Network Load Balancing MOdElS .........ceeeiiiiiiiiiiiiiee e 215
30.3 Configuring Port and Client Affinity ......oooeecieeiiniie e 215
30.4 Installing the Network Load Balancing FEAtUre .........cccveeeeviieeiecciieee e 216
30.5 Building a Windows Server 2008 Network Load Balanced Cluster.........cccccceeennnneeee. 217
30.6 Adding and Removing Network Load Balanced Cluster Nodes ........ccccocvveeeeeeeecnnnnnee. 222

Chapter 31. Configuring Windows Server 2008 DHCP SEIVEIS ......cccveveeeeeeieiicirrreeeeeeeeeeeeennnee 224
31.1 Installing the DHCP SErver ROIE ........uuvveeieiieiiciieeeeee ettt e e 224
31.2 Authorizing DHCP Servers in ACtive Dir€CtOrY ....uveeeeeeeeiiciiiieeieeeeeeeccirreeee e e e e e 226
31.3 Understanding DHCP SCOPE TYPES ...uuurriiieeeeeieiiiiitieeeeeeeeseiirrteeeeeeeesesnaaeseeeeseseesennneeens 227
31.4 Configuring IPv4 Scopes Using the DHCP ConSole........cooccuiiiieieeiee e, 227
31.5 Configuring DHCP RESEIVAtIONS ......cuuviiiiieeieiieiiirreeeee e eesectrree e e e e e eeenrrreeeeeeeeeeneannees 231

Chapter 32. Managing a Windows Server 2008 DHCP Server from the Command Line ......... 235
32.1 Installing the DHCP Feature from the Command Line......ccccovveeeeeeeieiiiineeeeeeeeeeeennnee 235
32.2 Authorizing DHCP Servers in Active DIir€CtOry .....cccveeeieecciiiieiee e 235
32.3 Configuring Scopes at the Command Prompt........ccccceooiiciiiiiiee e, 235
32.4 Activating and Deactivating DHCP Scopes using Netsh ........cccccceeiiecciiiienceiecce, 238
32.5 Terminating a DHCP Lease USING NS ......ccooviviiiviiiiiiiiiiirreeeee e 239
32.6 Configuring DHCP Reservations using Netsh .......cccccceeeviiiiiiieeieee e 239
32.7 Configuring DHCP Conflict DEteCtioN ......cccuviiiiiiiiiie ittt 240
32.8 Backing Up and Restoring DHCP Configuration Information..........ccccovviveeiiniiienennne, 241

9

© 2009 Techotopia.com



Windows Server 2008 Essentials

Chapter 33. Configuring Windows Server 2008 NAP DHCP Enforcement ..........ccccccvveeeennnenn. 242
33.1 Installing the Network POliCY SEIVEN ... 242
33.2 Configuring NAP in the NAP CONSOIE.....ccociiiieiceiiee et 243
33.3 Configuring DHCP Server NAP SEttingS .....ccceviiriiiieiiiiiieeeriieee e ssreee e sreee s e 245
33.4 Configuring NAP Settings fOr SCOPES ...uuiiiiiiiiiiriiiiee ittt et e e e 246

Chapter 34. Setting Up a Windows Server 2008 Print SEIVEr ......ccccvvvveeeeeeieicieeeeee e 248
34.1 INStalling the Print SEIVEN .....vv i e e e e e e e nneeees 248
34.2 Print Services Management TOOIS........uuieeiiiiieciiiiiieee e e 249
34.3 Adding Network Printers to the Print Server using Auto-detect .........cccceevevvvienennnnne. 250
34.4 Manually Adding Network Printers to a Print Server......cccocveeevccieee e 254
34.5 Adding a Locally Connected Printer ... cciieeieiiiiee ettt e e e 255

Chapter 35. Managing Windows Server 2008 Print SErvices .......cccvvvuvreeeeeeieccciiieeeeee e 259
35.1 Managing REMOTE PriNt SEIVEIS ..ccieieiccccciecccccececeee st e e e s e s e s e e e e e e e e 259
35.2 Migrating Printers and QuUeues BETWEEN SEIVEIS........coovvccvvreeeeeeeeieiciirreeeeeeeeeeeennnee 261
35.3  Configuring Printer PErmMiSSIONS......ccccuveiieeieiieiicirreeeeee et ee e e e e eesrrere e e e e e e e e eeannees 264
35.4 Changing Printer OWNEISHIP .....ccoeieciiiieiiee ettt ee sttt e e e e e eestrrr e e e e e e e e e senanrees 267
35.5 Printer Pooling Configuration .........cccuueiieiiii i 268
35.6 Configuring Printer Availability and Priority .....c.ccccceeeiie e, 269

10

© 2009 Techotopia.com



Windows Server 2008 Essentials

Chapter 1. About Windows Server 2008 Essentials

Consisting of 35 chapters of detailed, in depth and practical information, Windows Server 2008
Essentials is intended to cover all aspects of installing, configuring and administering Windows
Server 2008 systems. Whether new to Microsoft's Windows Server operating systems, or
upgrading from Windows Server 2003, this eBook is designed to help the reader traverse the
learning curve as rapidly as possible.

Topics covered in this publication include installation and upgrades, networking configuration,
terminal services, disk and partition management, RAID configuration, security, BitLocker
encryption, remote desktop access, print services, resource sharing, clustering, load balancing
and user permission management.

In addition to providing a detailed overview of the features and functions of Windows Server
2008, this on-line book also provides practical, step by step examples intended to bridge the gap
between text book theory and real world practice.
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Chapter 2. Windows Server 2008 Editions and System
Requirements

Before embarking on the installation of Windows Server 2008, it is important to first gain an
understanding of the different editions available and the corresponding hardware
requirements. It is also important to be aware of the upgrade options available with each
edition. With this objective in mind, this chapter will focus on providing an overview of both the
different Windows Server 2008 editions and the recommended hardware requirements.

2.1 Windows Server 2008 Standard Edition

Windows Server 2008 Standard is one of Microsoft's entry level server offerings (alongside
Windows Web Server 2008) and is one of the least expensive of the various editions available.
Both 32-bit and 64-bit versions are available, and in terms of hardware Standard Edition
supports up to 4GB of RAM and 4 processors.

Windows Server 2008 is primarily targeted and small and mid-sized businesses (SMBs) and is
ideal for providing domain, web, DNS, remote access, print, file and application services.
Support for clustering, however, is notably absent from this edition.

An upgrade path to Windows Server 2008 Standard is available from Windows 2000 Server and
Windows Server 2003 Standard Edition.

2.2 Windows Server 2008 Enterprise Edition

Windows Server 2008 Enterprise Edition provides greater functionality and scalability than the
Standard Edition. As with Standard Edition both 32-bit and 64-bit versions are available.
Enhancements include support for as many as 8 processors and up to 64GB of RAM on 32-bit
systems and 2TB of RAM on 64-bit systems.

Additional features of the Enterprise edition include support for clusters of up to 8 nodes and
Active Directory Federated Services (AD FS).

Windows Server 2000, Windows 2000 Advanced Server, Windows Server 2003 Standard Edition
and Windows Server 2003 Enterprise Edition may all be upgraded to Windows Server 2008
Enterprise Edition.

2.3 Windows Server 2008 Datacenter Edition

The Datacenter edition represents the top end of the Windows Server 2008 product range and
is targeted at mission critical enterprises requiring stability and high uptime levels. Windows
Server 2008 Datacenter edition is tied closely to the underlying hardware through the
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implementation of custom Hardware Abstraction Layers (HAL). As such, it is currently only
possible to obtain Datacenter edition as part of a hardware purchase.

As with other versions, the Datacenter edition is available in 32-bit and 64-bit versions and
supports 64GB of RAM on 32-bit systems and up to 2TB of RAM on 64-bit systems. In addition,
this edition supports a minimum of 8 processors up to a maximum of 64.

Upgrade paths to Windows Server 2008 Datacenter Edition are available from the Datacenter
editions of Windows 2000 and 2003.

2.4 Windows Web Server 2008

Windows Web Server 2008 is essentially a version of Windows Server 2008 designed primarily
for the purpose of providing web services. It includes Internet Information Services (lIS) 7.0
along with associated services such as Simple Mail Transfer Protocol (SMTP) and Telnet. It is
available in 32-bit and 64-bit versions and supports up to 4 processors. RAM is limited to 4GB
and 32GB on 32-bit and 64-bit systems respectively.

Windows Web Server 2008 lacks many of the features present in other editions such as
clustering, BitLocker drive encryption, multipath 1/0, Windows Internet Naming Service (WINS),
Removable Storage Management and SAN Management.

2.5 Windows Server 2008 Features Matrix

Now that we have covered in general terms the various different editions of Windows Server
2008 we can now look in a little more detail at a feature by feature comparison of the four
different editions. This is outlined in the following feature matrix:

Feature Enterprise | Datacenter | Standard | Web | Itanium
ADFS Web Agent Yes Yes Yes No | No
Directory ulDM Yes Yes Yes No | No
Desktop Experience Yes Yes Yes Yes | No
Windows Clustering Yes Yes No No | Yes
Windows Server Backup Yes Yes Yes Yes | Yes
Windows Network Load Yes Yes Yes Yes | Yes
Balancing (WNLB)
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Simple TCP/IP Services Yes Yes Yes No | Yes
SMTP Yes Yes Yes Yes | No
Subsystem for Unix-Based Yes Yes Yes No | Yes
Applications (SUA)

Telnet Client Yes Yes Yes Yes | Yes
Telnet Server Yes Yes Yes Yes | Yes
Microsoft Message Queuing Yes Yes Yes No | Yes
(MSMQ)

RPC Over HTTP Proxy Yes Yes Yes No | Yes
Windows Internet Naming Yes Yes Yes No | No
Service (WINS)

Wireless Client Yes Yes Yes No | No
Windows System Resource Yes Yes Yes Yes | Yes
Manager (WSRM)

Simple SAN Management Yes Yes Yes No | No
LPR Port Monitor Yes Yes Yes No | No
The Windows Foundation Yes Yes Yes Yes | Yes
Components for WinFX

BITS Server Extensions Yes Yes Yes No | Yes
iISNS Server Service Yes Yes Yes Yes | No
BitLocker Drive Encryption Yes Yes Yes No | Yes
Multipath 10 Yes Yes Yes No | Yes
Removable Storage Management | Yes Yes Yes No | Yes
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TFTP Yes Yes Yes No | Yes
SNMP Yes Yes Yes Yes | Yes
Server Admin Pack Yes Yes Yes Yes | No
RDC Yes Yes Yes No Yes
Peer-to-Peer Name Resolution Yes Yes Yes Yes | Yes
Protocol

Recovery Disk Yes Yes Yes Yes | Yes
Windows PowerShell Yes Yes Yes Yes | Yes

2.6 Windows Server 2008 Hardware Requirements

Before investing time and resources into downloading and installing Windows Server 2008, the

first step is to gain an appreciation of the hardware requirements necessary to effectively run

the operating system. The following table provides an overview of Microsoft's recommended

minimum hardware:

Category Minimum / Recommended Requirements
Processor e Minimum: 1GHz (x86 processor) or 1.4GHz (x64 processor)
* Recommended: 2GHz or faster
Note: For Itanium based systems an Intel Itanium 2 processor is required.
Memory * Minimum: 512MB RAM
e Recommended: 2GB RAM or greater
e Maximum (32-bit systems): 4GB (Standard) or 64GB (Enterprise and
Datacenter)
e Maximum (64-bit systems): 32GB (Standard) or 2TB (Enterprise,
Datacenter and Itanium-Based Systems)
Available Disk ® Minimum: 10GB
Space e Recommended: 40GB or greater
Note: Systems with RAM in excess of 16GB will require greater amounts
of disk space to accommodate paging, hibernation, and dump files
Drive DVD-ROM drive
Display and e Super VGA or greater-resolution monitor (800x600)
Peripherals e Keyboard

15
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* Microsoft Mouse or compatible pointing device

As with the specified system requirements for all Windows systems it is best to aim for the
Recommended values rather than the Minimum values to ensure acceptable levels of
performance. For example, whilst it is possible to run Windows Server 2008 in 512MB of RAM it
is unlikely that performance levels will be optimal with such a configuration.
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