


Security+ Essentials

Security+ Essentials

© 2009 Payload Media



Security+ Essentials
Security+ Essentials — First Edition

© 2009 Payload Media. This eBook is provided for personal use only. Unauthorized use,
reproduction and/or distribution strictly prohibited. All rights reserved.

The content of this book is provided for informational purposes only. Neither the publisher nor
the author offers any warranties or representation, express or implied, with regard to the
accuracy of information contained in this book, nor do they accept any liability for any loss or
damage arising from any errors or omissions.

Find more eBooks online at http://www.eBookFrenzy.com.

© 2009 Payload Media


http://www.ebookfrenzy.com/

Security+ Essentials

Table of Contents

Chapter 1.  About Security+ ESSENTIAIS .....ccuuiiiiiiiiiie et e e 10
Chapter 2. Mandatory, Discretionary, Role and Rule Based Access Control ........cccccceenenneeee. 11
2.1 An Overview of ACCESS CONEIOl ....cocuiiiuiiiiieiieeieeee e 11
2.2 Mandatory ACCeSS CONLIOL .. .ceiiiii i e e e e e e e e 11
2.3 Discretionary AcCesS CONTIOl ....ccciieiiiiiiieiee e e e e e e e e e e e e nneeees 12
2.4 Role Based ACCESS CONTIOl .......iiiiiiiiiiiieiieeeteeete ettt 13
2.5  Rule Based AcCeSS CONTIOl .......eiiiiiiiiiiieiieeetecete ettt 13
Chapter 3.  Authentication and Identity Verification ..........ccceeeieiiiii i, 14
3.1 Whatis AUthentication? ..........ooiiiiiiiie e 14
3.2 Username and PassWOrd..........cooiiiiiiiiiiiiiiiiieciieceee e 14
3.3 Challenge Handshake Authentication Protocol (CHAP)......ccceeeeviiiieeccieee e, 15
3.4  Kerberos AUthentiCation .........ccocueiiiiiiiieiiee e e 15
34.1 (e ={o T o 1= Y f O 11<1 ) AP UTRRRPP 16
3.4.2  Client AUthentication .......coociiiiiiiiiii e 16
3.4.3  Client Service AUTNOIIZAtION .....c.eiiiiiiiiiiicieceeceece e e 16
3.4.4  Client SErvice REQUEST .....uuvviiieieeieeiciirreeeee e eecreeee e e e e e esrtrrr e e e e e e e eeenaraseeeaeesennns 17

3.5  Mutual AUTheNntiCatioN ........ooiiiiiecece e 17
3.6 CertifiCAteS ..eeeieieieeeee e e 18
3.7  Authentication USING TOKENS......cco it e e e e e e e e e e nneees 18
3.8 BIOMBEIICS. it 18
Chapter 4. An Overview of IT Security Threats and Attacks.........ccccoveeeeeiiriccciiiiiieeee e, 20
4.1  TCP and UDP Based Denial of Service (DOS) Attacks ........ccceevieevirvreeeeeeeriiniiirereeeeeeeennnns 20
4.2  Distributed Denial of Service (DD0OS) Attacks.........coevvvreerieeiieiiiiiireeeeee et e e e e 21
4.3 BaCk DOOI ATLACKS . .eeeeiiiieiiiieiiee ettt 22
4.4 1P and DNS Spoofing ATEaCKS .....cccuviiiiiiiiiiiecieie e 22
45  Man inthe Middle ATtacKS .......c.eeiiiiiiiiiiiie e 23
4.6 REPIAY ATLACKS ..coiiiiiiiiiiie e e e e e e e e s e aarraaeeeaeeeeean 23

4

© 2009 Payload Media



Security+ Essentials

A 60 A1 o [T Vol <o T R 24
4.8  Mathematical ATEACKS .....coocviiiiiiiie e 24
4.9 PaSSWOIA GUESSING....uurieeieeeieiiiitireeeeeeeeseeirttereeeeeesessntrareeeesssessssssraeeeeeesssassssnnnesesssennns 24
4.10 Brute FOrce Password ATtaCKS. .......c.ueiiuiiiiiiieiiie ettt 24
4.11 Dictionary Password AttacksS.......ccuueeiiiiuiieiiiiiiiee e e s s 25
4.12  PaSSWOIA CraCKiNg......uuueeiiiiieiiiiiiieeieeeeeeciciiee e e e e e s esttereeeeeeeessnnsaaaeeeeessssansssnnneeesssennns 25
Chapter 5.  Software Exploitation, Malicious Code and Social Engineering ..........ccccccceeuvveennn. 26
5.1  Software EXploitation..........uuiiieiiii e 26
5.2 MaliCIOUS COUR ..cniiiiiiiiiiiie ettt ettt s e e sab e e st e st e sat e e e saneesneees 26
ST T V| 4 U PP PRT PP 26
5.4 TrOJAN HOISES e s s s e s e s e s e s e s e s e s e s e s s s e s e s e s e seseseseaeasaasanannnes 27
ST T o Y=ol = 1o 2 01 o LSRR 27
5.6 WOIMS ciiiiiiiiiiiitiii e e 28
T A o Yol =Yl o T=d [ Y=Y =T o T o = PP 28
Chapter 6. Identifying Common and Nonessential SErvices .........ccovvveeeeieeieiciinereeeeeeeeecennnee, 29
6.1 Understanding POrts and SEIVICES .......uuveeiiiieiieciiirieiee ettt e e e e eeesrreeeee e e e e e e seanrees 29
6.2 Securing POrts and SEIVICES ....cciiii et ettt e e e e e e e e e e e e e e anaeeees 30
(O T o T o Y or- ] oY o 114 - TSRS 30
6.4  Primary TCP/IP Ports and ASSISNMENTS.......cccvviieieieeireeecieeceieecereeeereeeeareeeeareeeeseeeeeneeas 30
Chapter 7.  An Overview of COmmMuNiCatioNs SECUNILY ....uvvveriieeeeiiciiiieeeeeeee e e e e eeeeeennnees 35
7 S 0= 4 o = Y ol ol T 35
7.2 Virtual Private Network (VPN) COMMUNICAtIONS ...uveveiiiiiiiiiiiiieeieec et 35
7.3 Point-to-Point-Tunneling Protocol (PPTP) ....cccociiieieeeee ettt 35
7.4  Layer 2 TUNNEling ProtoCol (L2TP) ...uueiiiieiiiee ettt e e e 35
7.5  Internet Protocol SECUNILY (IPSEC) ....couiiciirieieeeie ittt e e eeeeearreee e e e e e e eeans 36
7.6 802.11X Wireless CONNECTIONS .....cccuieiiierieeieeeiie ettt 36
2 A 0 1 -1 B U o 3 Yol ol L PRSP 37
7.8  Terminal Access Controller Access Control System (TACACS) .....cccueeeeecieeeeecivieeeeenneene. 37

5

© 2009 Payload Media



Security+ Essentials

7.9 Remote Authentication Dial-In User Service (RADIUS) .......cooovvvvurireeieeeieiiiireeeeeeeeeeenns 38
7.10 Terminal Access Controller Access Control System Plus (TACACSH) ..cccvevveeeeeiieeeeennee. 38
711 SECUIE SNEII(SSH) uuuvveiiiiiiiiietteeee e e e e s e bba e e e e e e e e sssbsbrereeeeesssenns 38
Chapter 8. The Basics of Email and Web SeCUFitY ......ceeeviriiiiiiiiiiie e 39
S A Yo o = 1 BT ol U 1 A SRR 39
8.1.1 Pretty GOOd Privacy (PGP) ...ccccceeiee ettt e e e e 39
8.1.2  Secure Multipurpose Internet Mail Extension (S/MIME) ........cccceeeveeeieeeciieeenneenn, 39
8.2  Dealing with SPam EMail.......c..uuiiiiiiiiieee e e 40
8.3  Web Based Security (SSLand TLS) ..iiccuiiieiiiieieeeiiee et e e s e e e e e e 40
8.4  IT INTrastruCture SECUNILY ..uveiiiiiiie ettt s e s e e e e s e e e e e naees 42
8.5  Understanding FIr@WallS........coooiuiiiiiiiiiiie et 42
8.5.1 Packet-Filtering FireWalls .........ueviiiiieeii e e e 42
8.5.2 Proxy Service FIr@WallS.......coo ettt e e e 43
8.5.3 Stateful INSPection FIr@WallS.........ccccviviiiiee it e e e 43
8.6 ROULEIS .. 43
8.7 SWITCNES. e et 44
8.8 WWIT@IESS ..t 44
8.9  DSLand Cable MOAEMS........coiiiiiiiiiiiiieee e s 45
8.10 RemOte ACCESS SEIVICE (RAS) ..uvveeeieee ettt ettt eeeeectrrree e e e e e e e e arreeeeeeeeeeennns 46
811 TICCOMYPBX oo 46
8.12  Virtual Private NEtWOIKS (VPN) ...oooiiiiiiiiiiiieeee ettt e e eeeirreeee e e e e e e e eeanrreseeeeeeseennns 46
8.13 Intrusion Detection SYSteMS (IDSS) ......uueeeieiuieieeeiiiee e et e e e e e e e e e e 47
8.14 Network Monitoring and DiagnOoStiCs ........ueeeeiieiieicciiiiiieee e e e e e e e e 47
8.15 Simple Network Management Protocol (SNIMP) .......coccuiiiiiiiiiie e 47
Chapter 9. 1T Media SECUNITY BaSICS...uuiiiiiiiiiiirieriee et eerecrrree e e e e e e esntrrreeeeeeeeesenannaes 49
9.1 Cable IMEAIA....c.eeeiieeieeee e e 49
0.1.1  CoaX Cabl ... s s 49
9.1.2 Shielded and Unshielded Twisted Pair Cable (UTP/STP) .....covveeecreeeeireeecreeetveeenne, 49

6

© 2009 Payload Media



Security+ Essentials

10 o o T=T GO A Toll 67 ] o 1P PRRR 50
9.3  Removable Storage Meia ........ceueiiiiieecciieeee e e e 50
9.3.1 HAIA DIIVES .. ettt s 50
IR S D 11 =) < PO PPV P PPN 50
0.5 TaAPE SEOrage. e 51
9.6 CD-R/DVD ..ttt ettt ettt h ettt st b et h et et eae e b et e eaeenaes 51
9.7  Electronic M .....ceiiiiiiiiiieeieeee e e s 51
Chapter 10. Network Security TOPOIOZIES .......uuiiiiieeeee it e e e e e e e e e e eneaees 52
L0.1  DIMIZ ettt ettt sttt e ht e et e e ht e bt e h e e e be e shte e b e e sab e e beesateebeenaeas 52
00 A 1) (=T 1= PP P O OPPPTPPP 52
B0 0 T 11 4 = = PSPPSR OPPPTPPP 53
10.4  EXEFAN@L ..ttt e 53
10.5 Virtual Local Area NetWOrk (VLAN) ..ueeeeiiiiieiteeeeeec ettt ssasaree e e 53
10.6  Network Address Translation (NAT) ...t e e e e e seenrrereeeeees 53
3O R V1oV Y= 11 o V-SSP 54
Chapter 11. Intrusion Detection SYSTEMS ........uvviiiiiiiiiiccireeeee e e e e e eanr e 55
11.1 An Overview of Intrusion Detection SYStEMS ......coeeiiiiccciiiiiiee e, 55
11.2 IDS ArCRITECIUIE ...eeiiiieeee et st sane e 55
11.3 Host-based Intrusion Detections Systems (HIDS) .......occcvivvvieeeieeieiiciereeeee e, 56
11.3.1 Strengths of Host-based Intrusion Detection SystemS.......ccccccevvvecvvveeeeeeeeeerscnnnnee, 56
11.3.2 Weaknesses of Host-based Intrusion Detection Systems .......cccoeevcvvvveeeeeeeenrcnnnnnee. 57
11.4 Network-based Intrusion Detection Systems (NIDS) .......ccuveereiiiieeeiiiiee e 57
11.4.1 Strengths of Network-based Intrusion Detection Systems .........ccccovveeveeeieinnnnen. 58
11.4.2 Weaknesses of Network-based Intrusion Detection Systems.........ccccceeeeeeeennnnnen. 58
11.5 ReSpONdiNg 10 INCIAENTS ..uuviiiiiiiicirieeiee et e e e e e e e e e e e s eeanrreaeeeeens 59

Chapter 12. Security Baselines and Operating System, Network and Application Hardening .. 60

12,1 SECUNItY BASEIINES...uiiiiiiiiieieiete ettt s e s s e e e s s abae e e s s saaeeeena 60
12.2  Operating System Hardening .......cccvieiiiiiiiiiiniiiee ettt siae e s saae e e 60
7

© 2009 Payload Media



Security+ Essentials

12.3  NetWOrk HardeNiNg ......eueiiieieee ettt e e e e e e e e e e e e s s nnearaeeeee s 61
12.4  Application HAard@NiNG.......coeei i it e e e e e e e e s e e s reneeee e s 62
12,41 WED SEIVEIS ... e e e e 62
12.5  EMQIL SEIVEIS ..ottt ettt et e st s e e bt e s s bt e st e s ar e s eanee e 62
L12.6  FTP SEIVEIS ettt e st e e e e s e e e e e e s s s s s nrreneeeee s 62
12,7 DINS SEIVEIS ..ottt e a e 63
Chapter 13. Cryptography BasSiCS.....uuuiiiiiiiiiiciiiiieie e e ettt e e sccrrre e e e e e e e e e rere e e e e e s e e s nnnenees 64
13,1 What is Cryptography?.. . et e e et e e e e e e e e e e e e e e e e e s e ennnereneeeeeas 64
S T A\ F- o T 1 o o PRSP 64
13.3  Hashing AlGOrthimS ........veiiiiiee e e e e s aee e e e baaeeeeaas 64
13.4 Symmetric Encryption AIZOrithMS ......coocuiiiiiiiiiie e 65
13.4.1 Data Encryption Standard (DES) ......ccccueieeeiiiiee ettt 65
13.4.2  Tripl@ DES (BDES) .eeeuteeiiieieeiieeiee ettt sttt ettt ettt s e et e st e e b e saeeeneens 65
13.4.3 Advanced Encryption Standard (AES) .......cccovveeeeeeeeieiiciireeeeee e 65
13.4.4  BIOWFISH ..o 66
13.4.5 International Data Encryption Algorithm (IDEA) .......cccoovvveeeeeeeeiecieeeeeee e 66
13146 CAST ettt ettt et e b e e ha e e be e ae e et e e sae e e be e st e ebeeenneeneen 66
13.4.7 Rivest Cipher (RC2, RC3, RC4, RC5, RCH)...coveerueieieeniieeieeniieeiee e 66
13.5  ASymMMEtriC AlGOrthMS....eeeiei e 66
135,01 RO ettt et n et e b e e s et e neennneeneen 67
13.5.2  Diffie-HellMan ..cooeeeeeeee e 67
13.5.3  ElIGAMAl et be e s ne e 67
13.5.4 Elliptic Curve Cryptography (ECC) .....cccuueieeeiiieee ettt et 67
T I O oY o) o == o] o NV U 1= SRR 67
13.6.1  CoNFIdeNtiality...cccoeieeiiiieeiee e e e e e et e e e e e e s e s nrnrrees 68

G T ST A [ 0 = =4 ) oY USRS 68

I S T o T T =T o JU e [ - o TR PP PPP 68
13.6.4  AUTNENTICATION ..ottt s s 68

8

© 2009 Payload Media



13.7  Digital SIBNATUIES..c. e e e e e e e e e e e e e e s nrararaeeeeas 68
Chapter 14. An Overview of Public Key Infrastructures (PKI)........ccovveeeeiiieeeeiiiiee e 70
14.1 What is a Public Key INfrastructure? ..........oooieiiiieeiiee et 70
14.2  Certificate AUTNOIITIES (CA) cuviiieieeeeiie ettt e e s e e s e e saeeesaneeens 71
14.3  Registration AULhOITIES (RA) .eeieeiiiiiieeeiee ettt e e e eae e e saaeeen 71
14.4  Certificate REPOSITOMIES .. ueiiiiiieieeeciiee ettt e et e e et e e e stre e e e e aaae e e e esnaeeeenns 71
14.5 Digital Certificate StrUCTUIE ..o e e e e e e rereee e 72
14.6 Certificate Lifecycles and Key Management .......cccceveevecciiiiiec e 72
14.7 Centralized and Decentralized INfrastructures ..........ccoccveeeiieiniieiniiienieee e 73

9

Security+ Essentials

© 2009 Payload Media



Security+ Essentials

Chapter 1. About Security+ Essentials

Ever since people started to connect computer systems together (be it via local area networks,
wide area networks or the internet) the issue of IT Security has become a matter of concern for
everyone, including the home user all the way up to the global enterprise. Without a
comprehensive information security strategy individuals and organization are at risk of
compromised confidential data and loss of business as a result of malicious damage to
operating systems and data.

Security+ Essentials is designed to provide the knowledge needed by IT professionals to pass
the CompTIA Security+ exam. That said, the book is also of considerable use to anyone with a
need to understand the concepts involved in creating and maintaining a secure IT environment.

Security+ Essentials is largely a platform agnostic book and as such many of the concepts
described apply equally to a range of popular operating systems including Windows, Linux, Mac
OS X and UNIX.

On completion of this book it is intended that the reader will have a clear understanding of
both the threats faced by IT infrastructures together with a basic understanding of the steps
involved in planning and implementing a comprehensive multi-layered IT security strategy.
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Chapter 2. Mandatory, Discretionary, Role and Rule Based
Access Control

One of the key foundations of a comprehensive IT security strategy involves implementing an
appropriate level of access control to all computer systems in an organization or enterprise.
This chapter of Security+ Essentials will provide an overview of four types of access control for
which an understanding is required to achieve CompTIA Security+ certification:

e Mandatory Access Control
e Discretionary Access Control
e Rule-Based Access Control
e Role-Based Access Control

2.1 An Overview of Access Control

The term Access Control is something of an ambiguous term. To some it could be interpreted as
controlling the access to a system from an external source (for example controlling the login
process via which users gain access to a server or desktop system). In fact, such access control is
actually referred to as Authentication or Identity Verification and is not what is meant by Access
Control in this context (authentication is covered in detail in Chapter 3 - Authentication and
Identity Verification).

The term Access Control actually refers to the control over access to system resources after a
user's account credentials and identity have been authenticated and access to the system
granted. For example, a particular user, or group of users, might only be permitted access to
certain files after logging into a system, while simultaneously being denied access to all other
resources.

2.2 Mandatory Access Control

Mandatory Access Control (MAC) is the strictest of all levels of control. The design of MAC was
defined, and is primarily used by the government.

MAC takes a hierarchical approach to controlling access to resources. Under a MAC enforced
environment access to all resource objects (such as data files) is controlled by settings defined
by the system administrator. As such, all access to resource objects is strictly controlled by the
operating system based on system administrator configured settings. It is not possible under
MAC enforcement for users to change the access control of a resource.
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Mandatory Access Control begins with security labels assigned to all resource objects on the
system. These security labels contain two pieces of information - a classification (top secret,
confidential etc) and a category (which is essentially an indication of the management level,
department or project to which the object is available).

Similarly, each user account on the system also has classification and category properties from
the same set of properties applied to the resource objects. When a user attempts to access a
resource under Mandatory Access Control the operating system checks the user's classification
and categories and compares them to the properties of the object's security label. If the user's
credentials match the MAC security label properties of the object access is allowed. It is
important to note that both the classification and categories must match. A user with top secret
classification, for example, cannot access a resource if they are not also a member of one of the
required categories for that object.

Mandatory Access Control is by far the most secure access control environment but does not
come without a price. Firstly, MAC requires a considerable amount of planning before it can be
effectively implemented. Once implemented it also imposes a high system management
overhead due to the need to constantly update object and account labels to accommodate new
data, new users and changes in the categorization and classification of existing users.

2.3 Discretionary Access Control

Unlike Mandatory Access Control (MAC) where access to system resources is controlled by the
operating system (under the control of a system administrator), Discretionary Access Control
(DAC) allows each user to control access to their own data. DAC is typically the default access
control mechanism for most desktop operating systems.

Instead of a security label in the case of MAC, each resource object on a DAC based system has
an Access Control List (ACL) associated with it. An ACL contains a list of users and groups to
which the user has permitted access together with the level of access for each user or group.
For example, User A may provide read-only access on one of her files to User B, read and write
access on the same file to User C and full control to any user belonging to Group 1.

It is important to note that under DAC a user can only set access permissions for resources
which they already own. A hypothetical User A cannot, therefore, change the access control for
a file that is owned by User B. User A can, however, set access permissions on a file that she
owns. Under some operating systems it is also possible for the system or network administrator
to dictate which permissions users are allowed to set in the ACLs of their resources.
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Discretionary Access Control provides a much more flexible environment than Mandatory
Access Control but also increases the risk that data will be made accessible to users that should
not necessarily be given access.

2.4 Role Based Access Control

Role Based Access Control (RBAC), also known as Non discretionary Access Control, takes more
of a real world approach to structuring access control. Access under RBAC is based on a user's
job function within the organization to which the computer system belongs.

Essentially, RBAC assigns permissions to particular roles in an organization. Users are then
assigned to that particular role. For example, an accountant in a company will be assigned to
the Accountant role, gaining access to all the resources permitted for all accountants on the
system. Similarly, a software engineer might be assigned to the developer role.

Roles differ from groups in that while users may belong to multiple groups, a user under RBAC
may only be assigned a single role in an organization. Additionally, there is no way to provide
individual users additional permissions over and above those available for their role. The
accountant described above gets the same permissions as all other accountants, nothing more
and nothing less.

2.5 Rule Based Access Control

Rule Based Access Control (RBAC) introduces acronym ambiguity by using the same four letter
abbreviation (RBAC) as Role Based Access Control.

Under Rules Based Access Control, access is allowed or denied to resource objects based on a
set of rules defined by a system administrator. As with Discretionary Access Control, access
properties are stored in Access Control Lists (ACL) associated with each resource object. When
a particular account or group attempts to access a resource, the operating system checks the
rules contained in the ACL for that object.

Examples of Rules Based Access Control include situations such as permitting access for an
account or group to a network connection at certain hours of the day or days of the week.

As with MAC, access control cannot be changed by users. All access permissions are controlled
solely by the system administrator.
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